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TEPMHUHBI 1 OITPEJAEJIEHU S

JlelicTBUS IO IPOBEPKE IOAJIMHHOCTH CyOBEKTa JIOCTyIla B
HMH(OpMaIIMOHHOI cucTeme

CocrosiHue  3alMIEHHOCTH  HMH(OpMAaIuH,
obecriedeHbl  ee  KOH(HICHIHAIHHOCTS,
¥ [IEJIOCTHOCTh

PUA KOTOPOM
JOCTYITHOCTh

— MudopmaimonHas cucrema, co3aBacMas B IENIIX pealn3aiiu

I

TIOJTHOMOYU I roCyIapCTBEHHBIX OpraHoB
u obecneueHust oOMeHa HHPOPMAIHEH MEeX/Ty ITUMHU OpraHaMH,
a TaKkke B HMHBIX YCTAHOBJICHHBIX (pefiepaibHbIMU 3aKOHAMHM
TEJISIX

B03M0OXXHOCTD IOy YeHHs] HHPOPMAIUH U €€ UCITOIH30BAHUSI
Cocrosiare nHpOpPMAIIHU, XapaKTEPU3yEMOE CIIOCOOHOCTHIO
TEXHUYECKHX CpPEACTB W HH(POPMAIHOHHBIX TEXHOJIOTHI
obecrieuynBaTh OECIPENSATCTBEHHBIM JOCTYNl K HH(pOpMAIHK
CyOBEKTOB, HIMEIOIUX Ha 9TO HOJHOMOYHS

3amura wHGOpMAIMK, HAMpaBiIeHHAs Ha MPeJOTBpalleHUE
HOJIyYeHHsI 3alluIiaeMoil HH(OpMAIMK 3aMHTEPECOBAHHBIMU
CyOBEeKTaMH ¢ HapyIIEHHEM yCTaHOBJICHHBIX HOPMATUBHBIMU H
MPABOBBIMU  JIOKYMEHTaMH (aKTaMu) WM 00JiaJaTesIMu
uH(popMalUK NTpaB WM TNPaBUJI pa3TpaHUYEHHs] JIOCTyIIa K
3amunaeMon HHpopMaIuu

Wudopmanusi, SBISIOIASCS  IOPEAMETOM  COOCTBEHHOCTH
M TOJyUIeXallasi 3allfiTe B COOTBETCTBHU C TPeOOBaHHUSIMHU
IIPABOBBIX JIOKYMEHTOB W TpeOOBAHUSIMH,

yCTaHaBIMBAEMbIMHA COOCTBEHHUKOM HH(pOpPMAIUH
[TpucBoenue cyobekTaM u 00beKTaM JOCTyHauAeHTU(hUKaTopa
u (WIM) CpaBHEHHE MPEIbSIBISEMOro HJIEeHTU(PHUKATOpA C
MepeYHeM PUCBOCHHBIX HJICHTH(PUKATOPOB
CoBOKYIHOCTH coziepkanienics: B 6azax JaHHBIX WH(pOpMauu
u obecrneyuBaronmx ee  00paboTky HHGOPMAIUOHHBIX
TEXHOJIOTHI ¥ TEXHUYECKUX CPECTB
Ot/ieNbHBIE IOKYMEHTHI M OTJIEJIbHBIE MAacCUBBI JIOKYMEHTOB,
JIOKyMEHTBl | MacCHBBI JIOKYMEHTOB, COJAEpIKalUecs B
uH(OPMAIIMOHHBIX cucTeMax (OubnmoTekax, apxuBax, GpoHmax,
OaHKax JJaHHBIX, HHPOPMAIIMOHHBIX CUCTEMaX JIPYTUX BUJIOB)
[Ipomecchl, MeToabl TOWCKa, cOopa, XpaHeHHs, 00pabOTKH,
IIPEJIOCTABJICHHUSI, PacpOCTpaHeHUus] HHPOPMAIIMH U CHOCOOBI
OCYIIIECTBIICHHUS TAKUX IPOLIECCOB U METOJIOB

Caenenust (cooO1enus, JIAaHHBIC) HE3aBHCHUMO
oT (pOpPMBI UX TIPEICTABICHUS
[IpocTpancTBO  (TEppHTOpHS, 3JaHHE, YacTh  3/aHHSL),

B KOTOPOM HCKJIFOUYEHO HEKOHTPOJHMpYyeMoe MpeObIBaHUE JIHIL,
HE HUMEIONUX [OCTOSHHOTO WM  Pa30BOro JIOMyckKa, U
MOCTOPOHHUX TPAHCHIOPTHBIX CPEJCTB
O6s13aTebHOE JIJISI BBIIOJTHEHUS JIUIIOM, ITOJIyYUBIIUM JIOCTYII
K omnpenelieHHON wuH(popMmanuu, TpeboBaHUE HE IepefaBaTh
TaKyIo uHpopManmio TPeThUM JHUIaM 0e3 corjacus ee
oOstanareis
JletictBusi (omepaiuu) ¢ MEepCOHAIBHBIMU JAHHBIMH, BKJIFOYast
cOop, CUCTEMAaTH3aIUIO, HAKOIUIEHHE, XpaHEHHE, YTOUHEHHE
(oOHOBJNIEHUE, U3MEHEHUE), UCIIOJIb30BAHUE, PACIIPOCTPAHEHHE



Omneparop

[lepconasibHBIE JAHHBIE

VYrpo3a 6e3omacHOCTH
uHpopMaIuK

VAa3BUMOCTE

LlenocTHOCTH

(B TOM uucIIe Iepeayy ), ooe3nuurBanue, 6JI0KUpPOBaHHUE,

YHHUYTO)KEHHUE EPCOHATIBHBIX JTAHHBIX

TpaXJ@aHUH WIA IOPUJIUYECKOE JIMIO, OCYIIECTBISIIOIINE

JeSITEIbHOCTD TI0 AKCIUTyaTalud MHHOPMAlMOHHOW CHCTEMBI, B

TOM 4Hciie 110 00paboTke MH(OPMAIMH, COAEpIKAIIEHCs B ee

0a3ax JaHHBIX

JIro0ast uupopmanusi, OTHOCSINASICS K IMPSIMO HIJIM KOCBEHHO

OTIpe/IETICHHOMY WJIM OIIpeIeIIieMOMY (PU3HUECKOMY JIHILY
CoBOKYNHOCTh ~ yclnoBMH M ()akTOpOB,  CO3/AIOLIMX

NOTEHIHAJIHYIO HJIM PEAJbHO CYINECTBYIOIIYIO OIACHOCTD,

CBSI3aHHYO ¢ yTEUKOU “H(pOpMAIHH 157070131
HECAaHKIIMOHUPOBAHHBIMU u/Wim HeTIpeIHaMEPEHHBIMH
BO3/ICHCTBUSIMU Ha Hee

HemocraTox (cnabocTh) pOrpaMMHOTO

(mporpaMMHO-TEXHUYECKOT0) CPeJICTBA WM HH(POPMAIIMOHHON
CHCTEMBbl B I€JOM, KOTOpbIH (KoTopas)) MOXeT OBITh
UCIIONIb30BaHA Ui peajM3allud  yrpo3  0e30IacHOCTH
uHdopMaIu

YcroituuBocTh  MH(OpMAMM K HECAaHKIMOHHPOBAHHOMY
WM CIIy4aifHOMY BO3JICWCTBHIO Ha HEe B IIpolecce 00padoTKH
TEXHUYECKHUMH CPEJICTBAMH, PE3YJIbTaTOM KOTOPOIO MOMKET
OBITh YHHUTOXXEHHE W HCKKEHUE HH(POPMAIU
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1 OBHIME INOJIOKEHMUSA

Hacrosmas ITonuTHka siBIsIeTCs JOKYMEHTOM, OIPEIEIISIOIUM HAIPaBICHHUS A€ TEIBHOCTH
B oOnactu obOecriedyeHuss HHGOPMAIIMOHHON  0€30macHOCTM M IpeACTaBisieT  coOoi
CHCTEMATU3UPOBAHHOE U3JIOXKEHHE Teiel 1 3a1ad HH)OpMallMOHHOH 6€3011aCHOCTH, KaK OJTHO HIIH
HECKOJILKO IIPaBHJI, IIPOIENyp, MPAKTUUECKHX NPUEMOB U PYKOBOJSIIMX IPUHIUIIOB, KOTOPHIMH
pykoBozctByercs: lleHTp, a Takxke OpraHH3alMOHHBIX, TEXHOJOIMYECKHX H IIPOIEy PHBIX
acIeKToB obecrieueHust HHPOPMAIHOHHONW 6€3011acHOCTH.

[Tonoxenuss  Hacrosiieil  [loMUTHKM  HE  pacmpoCTpaHsIOTCST Ha  oOecredyeHue
UH(OPMAITHOHHOM 6€30IIaCHOCTH CBEAECHHH, COCTaBIIAIOIMX IOCY IAPCTBEHHYIO TalHY.

OcHOBHOM 3ajadeii B oOsacTh WHPOpMaNMOHHOH OezomacHoctd LlenTp mpusHaer
COBEPIIEHCTBOBAHME MEpP U CPEJCTB OOeCIedYeHHs 3aIluThl HHPOpMAIMK HH(POPMALMOHHBIX
pecypcoB lleHTpa B KOHTEKCTE pa3BHTHUsS 3aKoHojaTenbcTBa Poccmiickod Denepanvu U HOPM
peryaupoBanus MH()OPMAIMOHHON JIEATEIBHOCTH B TEKYIIHX YCIOBHAX (yHKIHOHUPOBAHUSI
HH(POPMALIMOHHOT'O TIOJISL.

ITpu paspaborke [ToMUTHKH yUYUTHIBATMCH OCHOBHBIE NPHHIMIBI CO3/IAHUS CHCTEM 3aIlUThI
UH(POpPMAIUH, XapaKTePUCTUKA M BO3MOXXKHOCTH  OPraHM3allHOHHO-TCXHUYECKUX  Mep H
COBPEMEHHBIX IIPOrPAMMHBIX U allapaTHO-IPOTr PAMMHBIX CPEJICTB 3alIUThI KHYOPMALIUH.

B  pamkax cBoeit  mesitrensHOocTH  lleHTp  00s3yercs NpeINpUHAMATh  BCE
BO3MOKHBIE MEPBI JIJIsl 3alUThl HHPOPMAIHK OT yrpo3 Oe30nacHoCTH nHGOpManuu.

Tpebosanuss uHGOPMAIMOHHOH OE30IACHOCTH, COOTBETCTBYIOT —LENSAM JIESITEIbHOCTH
IleHTpa U nmpeaHa3sHAYEHbI JUISl CHU)KCHHSI PHCKOB, CBSI3aHHBIX C pealu3aniel yrpo3 0e30macHoCTH
uH(pOpPMAITHH.

[Tonutuka pgoctymHa BceM — pabotHukam  Ilentpa W BceM  MOJIB30BATEIISIM €TO

pecypcoB.



2 IEJIA U 3AJJAYU OBECIIEYEHUS UH®OPMAIIMOHHOM BE3OITACHOCTH

Cy0bexTbl HHPOPMALMOHHBIA OTHOIIEHMIT

CyOnexramu nipu obecrieyeHrH HHPOopMauoHHOH 6e3onacHocTy B L{eHTpe sSBIISIIOTCS:

pabOTHUKHU CTPYKTYPHBIX I1OIpa3/ieIeHUi (B TOM YHCIIE YBOJIEHHBIE);

rpaxjaHe, paboTarolye 1o J0roBopam rpaxaHcKo-IIpaBoOBOro XapakTepa;

(usruecKue JuIa, IpeCTaBUTEM KOHTPAreHTOB B PAMKaX UCIIOJIHEHHUS JOTOBOPHBIX
00513aTEILCTB;

¢dbu3myeckue Jinia, mojgasiue obpamienue B ajpec Llentpa;

IOPUIMYECKHUE JIUIA, B pAMKaX UCIIOJHEHHS JOTOBOPHBIX 0053aTeIbCTB WM BO UCIIOJIHEHUH
TpeboBaHMIi O CTOPOHBI 3aKoHOaTeNbeTBa Poccuiickoit Mdeneparuy;

Oprasbl TOCYJApPCTBEHHOM BIIACTH.

O0bexThI HHPOPMALMOHHBIX OTHOIIEHUI

O0BekTaMu HHPOPMAITUMOHHBIX OTHOIIEHUH SIBIISIFOTCSI:

uHpOopMaImoHHbIe pecypchl LlenTpa;

rocyJapcTBeHHbie  UH(pOpManUOHHBIE cucreMbl — OmepaTopoM — KOTOPBIX  SIBJISIETCS
Llentp;

mporecchl  00paboTku  mHpOpManuu B MHQOpMAIMOHHBIX  cucremax  LleHTpa,
HH(POPMAIIMOHHBIE TEXHOJIOTUH, PEerylaMeHThl M Ipouexypsl  cOopa, 0OpabOTKH, XpaHEHUs U
nepeadn HHPOpMaIuu;

uapopMaIonHas UHPPACTPYKTYpa, BKIIOYAIONIAs ~ CHCTEMBl  0OpabOTKU, XpaHEHHS U
aHajn3a HHPOPMAIIUHU, MPOrpaMMHEIE U IPOrPAMMHO-AININapaTHbIE CPEICTBA, B TOM YHCJIE KaHAJIbl
CBSI3U M TEJIEKOMMYHUKAIUU;

CHCTEMBI M CPEJICTBA 3alUThI UH(POpPMAITHH, 0OBEKTHI U TOMEIEHUS, B KOTOPBIX Pa3MEIIEHbI
cpencrsa 06paboTku UH(OPMALIUH.

Ienn obecnieuennss nudopMannoHHOH 6e30MACHOCTH

OcHoBHO# menpl0  obecrieyeHus HHPOpMaIMOHHOM Oe3omacHocTy LleHTpa sBIsIIOTCS
JICHCTBHSI HAINpPaBJICHbI Ha JIOCTHKECHHE 3aIlUTHl CYOBEKTOB WH(POPMAIMOHHBIX OTHOLIEHUHA OT
BO3MOYXHOTO HAHECEHUS MM MaTepHaIIbHOTO, (PU3MYECKOr0, MOPAJIBHOIO MJIA HHOro yiuepOa,
MOCPEJCTBOM  CJIy4aifHOTO WJIH MPEeTHAMEPEHHOT0 BO3JEHCTBHS Ha HH(OPMALIUIO, B TOM YHCIIE:

obecrniedyeHust OTKa30yCTOHYHBOTO (YHKIIHOHUPOBAHUS MPOTPAMMHBIX
U anmapaTHO-IporpaMMHBIX cpecTB LlenTpa u npegocTaBisieMbIX CEPBUCOB;

COOJIIOZICHUST TPABOBOTO pPEXHMa HCIOJIH30BAaHUS MAaCCUBOB UM CPEJACTB  00pabOTKU
uH(pOpMaIIH;

PeIOTBPAICHHS Pean3aliiy yrpo3 0€3011acHOCTH HHPOPMAIMU IIPU OCYINECTBICHHH
nesrenbHOCTH LlenTpa.

3anaun obecneueHust UHGOPMANUOHHON 0e30MACHOCTH

Jloctmxenue 1eneit odecrieyeHus: HHGOPMaIMOHHON 0€30ITaCHOCTH B CBOMCTB HH(OpMAIUH,
LlenTpa pernraercs ciaely oMy 3aa4aMu:

3aIUThl OT HECAHKITMOHUPOBAHHOTO JOCTYIIA K HH()OPMAIIMOHHBIM pECypcaM;

pasrpaHUYeHus JIOCTyIIa oJIb30BaTeiel K HH(POPMAIIMOHHBIM, alllapaTHbIM, IPOrPAMMHBIM
U UHBIM pecypcam;

PETUCTPAIIH U TIEPUOIUUECKOTO KOHTPOJIS JIeHCTBUH 1osib3oBaTesel npu oopadboTke
3aUIaeMoi HHPOPMAIUU U EPUOJTUYECKHI KOHTPOJIb KOPPEKTHOCTH MX JIeHCTBHIA;

KOHTPOJIS IIEJIOCTHOCTH CPEJIbI UCIIOJIHEHUSI IPOTpaMM U €€ BOCCTAHOBJICHUE B CIIyYae

HapylUICHHS;
obOecriedyeHusi ayTeHTHQUKAIMH ¥  UACHTH(QHUKAIMH  IOJH30BaTENIeH, Yy4acTBYIOIIUX

B UH(POPMAIIMOHHOM OOMEHE;
o0ecrieueHusI UCIIPaBHOCTH MPUMEHSIEMBIX B AH(POPMAIUOHHBIX cucTeMax
IlenTpa cpencTB 3amuThl HHGOPMAIIUHY;
CBOEBPEMEHHOTO BBISIBJICHHE HCTOYHHUKOB YIpo3 6€30macHOCTH HH(OPMAIMH, IPHYUH U
YCJIOBHI,  CIOCOOCTBYIOIUX  HAHECEHWIO  ymepbda  3aMHTEpEeCOBaHHBIM  CyOBEKTam



UH(POPMAIIMOHHBIX OTHOIIEHUH;
CO3JIaHUEM CIy>KObl MOHUTOPUHIA U pearnpoBaHMsI Ha yrpo3bl 0€30HMacHOCTH HH(POpPMAIUU

Y HEeraTHBHBIE ITOCJIECTBHUSI;

CO3/IaHUEM YCJIOBUH JIJISI MUHUMHU3AIMH HAHOCUMOTO y1epOa HelpaBOMEPHBIMH JCHCTBUSIMH,
U yCTpaHEHHE MMOCIIeACTBUN HapyeHust uHpopMaoHHoi 6e3onacHoctu B LleHTpe.

Perienue BhlnenepeyrcIeHHbIX 3a1a4 B LIeHTpe 0CyIecTBIIsSeTCs TOCPEICTBOM:

ydera BceX IOJUIeXKaIuX 3aluTe HHPOPMAITHOHHBIX PECYPCOB;

YKy pHAJIMPOBAHUSI JICHCTBHM ITepCcoHalIa, OCYIECTBRIISIONIEr0 00CIY)KUBAaHHE U MOIH(DHKAITHIO
IIPOrPaMMHBIX U TIPOTPAMMHO-aNIapaTHBIX CPEJICTB HH(POPMAIHOHHBIX CUCTEM;

perjaMeHTanui 1poueccoB o0pabotku uHpopmanuu, aedcTBHiA paboTtHukoB IleHTpa,
OCYIIECTBJISTFOIIMX AKCIUTYaTaI[HIO TPOrPaMMHBIX M IIPOTpaMMHO-aNIapaTHBIX CPEACTB, HA OCHOBE
YTBEP)KICHHBIX OPraHU3allHOHHO-PACTIOPSAUTEIBHBIX JOKYMEHTOB T10 3aluTe HH(POPMAIIHH;

Ha3HAYEHHUS U IMOATOTOBKOM paOOTHUKOB, OTBETCTBEHHBIX 3a OPTaHU3AIMIO M OCYIIECTBICHUE
MEpOTIPUSATHI 110 oOecrieyeHuto nHpopManoHHoi O6e3onacHoctu B LlenTpe;

HAJICJCHHUS KaXJIOTO pabOTHHKA MHHUMAJIbHO HEOOXOIUMBIMH IIpaBaMH TpH pabore B
UH(POPMAIIMOHHON HHPPACTPYKTYPE COIIACHO UX JJOJDKHOCTHBIM 00SI3aHHOCTSIM;

coOJT0JIeHUsT BceMU pabOTHUKAMU, SKCIUTYaTUPYIOIUMHU U 00CITY KUBAIOIIMMH TIPOTPAMMHEIE
M [pOorpaMMHO-anmapaTHble  CpeJicTBA, TpeOOBaHMM  OpraHU3aIMOHHO-PACHOPSIUTEIBHBIX
JIOKYMEHTOB T10 BOIIpocaM oOecrieueHusi uH(POpMAIIHOHHON 6€30MacHOCTH;

MEPCOHAJILHON OTBETCTBEHHOCTHIO KaXIOro pabOOTHUKA 32 CBOM JECHCTBHSI, YYaCTBYIOLIETO
B paMKax CBOHX (DyHKIIMOHAJIBHBIX O0S3aHHOCTEH B Ipolleccax aBTOMaTH3UPOBAHHOW 0O6paboTKU
UHGOPMAIIH U UMEIOIIETo JIOCTYII K pecypcaM HH(POPMAIMOHHBIX CUCTEM;

peayu3aneil TEXHOJIOTHYECKUX IpoleccoB 00paboTku HH(POpPMAIMH € HCIIOJIb30BaHHEM
KOMIUIEKCOB ~ OpraHM3allMOHHO-TEXHUYECKHX MEp 3allUThl  [POrpaMMHOT0  OOecredeHus,
IIPOrpaMMHO-AIIAPATHBIX CPEJICTB;

IPHHSITHS Mep 110 00eCIIeYCHUIO (PU3MUECKON IEIIOCTHOCTH IPOrPaMMHO-AIapaTHBIX CPEJICTB
HH(POPMAITHOHHBIX CHCTEM U MOJIIEp)KaHIeM He00X0IMMOr0 YPOBHS 3aIUIIEHHOCTH KOMIIOHEHTOB;

HCITOJIB30BAHMS TIPOTPAMMHBIX M ITPOTPAMMHO-AITIApaTHBIX CPEJICTB 3aIUTHI HH(OpMAaIIUU

obpabaTsiBacMoM B LIeHTpe 1 aIMUHUCTPATHBHOH TOIEPXKKOM UX UCTIOIH30BAHUS;

KOHTPOJISI  COOJIOJIGHMSI  TOJIB30BaTeIsIMH  MH(GOPMAI[MOHHBIX cucTeM  TpeboBaHHit
110 obecrieueHnIo HHHOPMAIIMOHHOM O€30ITaCHOCTH;

poBeicHus aHan3a 3()(HEKTUBHOCTH MPUHSATHIX MEp 3aIIUThl HHPOPMALIUU U IPUMEHSIEMbIX
CpenCcTB 3amuThl nHpopmanuu B LlenTpe;

pa3pabOTKH W peau3aliid TPEAJIOKEHHH 10 COBEPHIEHCTBOBAHUIO CHCTEM 3allUThI
undopmarmu B Llentpe.

3 [PUHIMIIBI OBECHEYEHUSI UTHO®OPMAIIMOHHON BE3OIIACHOCTH

O6ecneuenue UHPOPMAIIMOHHON 0€30MaCHOCTH, JAOJDKHO OCYIIECTBIIATHCS B COOTBETCTBUH
CO CIIeYIOIUMHU OCHOBHBIMY IIPUHITUIIAMH:

[pyHIUI 3aKOHHOCTH

[Ipu BBIOOpE MeponpUsTHil MO 3aluTe HHPOPMAIMH, JOIDKHO COOMIOIAThCS IEHCTBYOIIEe
3aKOHOIaTeNILCTBO Poccuiickoit Mepepanuu B chepe 3aumThl HHOOPMAIHIH.

Bce paboTHUKH JTOKHBI UMETH IPEJCTaBICHHE 00 OTBETCTBEHHOCTH 3a IpaBOHAPYLICHHS
B cdepe 3ammThl uHpopmarmu. IIporpamMuo-anmaparssie cpencTBa, npuMmeHsiembie B LleHTp,
JIOJDKHBI UMETh COOTBETCTBYIOIIHME JIMIICH3WH, O(QHIUAIBFHO NMPUOOpEeTaThes y MpeicTaBUTenei
pa3paboTUUKOB 3TUX CPEACTB UIIU SIBJISITHCS HHTEIUIEKTYaIbHONW cOOCTBEHHOCTHIO [lenTpa.

IpuHIUI CHCTEMHOCTH

[Ipu co3iaHuu CHCTEMBI 3aIUTHI JIOJDKHBI YUHUTHIBATHCS aKTyallbHBIE YIPO3bl O€30MacHOCTH
uHpopManuu, BO3MOXHBIE OOBEKTHl W HaIlpaBJICHHS aTaK Ha HEE CO CTOPOHBI HapyLIMTEINEH.
CucreMa 3a1uThl JOJDKHA CTPOUTHCS C YUETOM HE TOJIBKO H3BECTHBIX KAHAJIOB YTEUKH UH(DOPMAIIH,
HO U C yU4ETOM BO3MOXKHOCTH IOSIBJIICHHUS] HOBBIX YSI3BUMOCTEH B IIPOrPaMMHOM 00€CIIE€UEHUH.



IpuHIHI KOMILIEKCHOCTH

KoMItekCHOe UCTI0Ib30BaHUE CPEJICTB 3alUThl HH(POPMAIIUU MTPEIIOIaracT COriaCOBAaHHOE
IPUMEHEHHE MPU TOCTPOSHUH 1[EJIOCTHOM CHCTEMBI 3aIlUThI, TIEPEKPHIBAIOIIEH BCE CYIIECTBEHHbIE
yrpo3sl 0€30MacHOCTH HH(pOpMAIMK. 3alluTa JI0JDKHA CTPOUTHCS SUICTOHHpOBaHO. Du3mveckas
3aluTa J0HKHA o0ecieunBaThes (PU3NUYECKUMHE CPEICTBAMH U OpraHU3allMOHHBIMU MEPaMH.

[Ipu mocTpOeHUH, BHEAPEHUN U HKCILTyaTalluy CHCTEMBI 3aIIUThl HH(POPMAIIMK PyKOBOJCTBO
[lenTpa obOecrieunBaer yciaoBus i 3(Q(EKTUBHOH KOOpAMHAIMHM JEHCTBHHM BCeX JIMIL,
obecrieynBaroX HHPOPMALIMOHHYIO 0€30I1aCHOCTb.

IIpuHIHI cCBOEBPEMEHHOCTH

Pa3paboTka cucremMbl 3alUThl HH(POPMAIMK J0JDKHA BECTHCH MapajUIeIbHO ¢ pa3paboTKoi
4 WHQOPMAIIMOHHOW CHUCTEMBL. OJTO IO3BOJIMT Yy4yecTb TpeOOBaHUS OE30MMACHOCTH IPH
IPOEKTHPOBAaHUH aApPXUTEKTypbl M, B KOHEYHOM cueTe, co3jarh Oojee 3¢ (PeKTuBHbIC
HHPOPMAITMOHHBIC CHCTEMBI, 00JIaIal0IIHE JIOCTATOYHBIM YPOBHEM 3aIUIIIEHHOCTH.

IpuHIHN NpeeMCTBEHHOCTH

ITocTosiHHOE COBEPIIEHCTBOBAHME MEpP M CPEICTB 3alMThl HH(POpPMAIMK HA OCHOBE
MPEEMCTBEHHOCTH OPraHM3allMOHHBIX M TEXHUUYECKUX PpEIleHHH, KaJpoBOTO COCTaBa, aHalu3a
(GYHKIIMOHUPOBAHUSI HHYOPMAIIHOHHBIX CUCTEM M CHUCTEMBI €€ 3alUThl C YYETOM H3MEHEHHH B
METOJaX M CpeicTBax IepexBara HH(GOpMAIMH, HOPMATUBHBIX TPeOOBaHMH IO 3allUTe
uHpopMaIuu.

IpuHIHN JOCTATOYHOCTH

CooTBeTCTBUE YPOBHS 3aTpar Ha obecrieueHre HH(POPMALMOHHOM 6€301aCHOCTH U LIEHHOCTH
HHGOPMAITHOHHBIX PECYPCOB Ha BEJIMYMHY BO3MOXKHOTO yiiepba 0T UX pa3rialleHus], y HIYTOXKEHHSI
U ucKaxeHus. Vcrmosb3yeMble Mephl U CPEeJICTBA 3alUThl MHOOPMAIIUK HE JOJDKHBI yXyJUIIATh
HProHOMHYECKUE TIOKa3aTeI KOMIIOHEHTOB HH(POPMALIMOHHBIX CUCTEM.

IIpuHIHI 0TBETCTBEHHOCTH

Bo3io)keHre 0TBETCTBEHHOCTH 3a obecrieuenne Oe3ornacHoctu uHpopManuu u ee oo6paboTku
Ha KaXJ0ro pabOTHHKA B Mpeesiax ero MOoJHOMOYMM. B COOTBETCTBMM C OTHM IPUHIUIIOM
pacrpejielicHie MpaB u 00sI3aHHOCTEH PaOOTHUKOB CTPOUTCS TakUM 00pa3oM, 4ToOBI B cilydae
JI000r0 HapylIeHUs OBl U3BECTEH HAPYILUTEIb.

Mpunnun 060CHOBAHHOCTH U TEXHHYECKON peain3yeMoCTH

WupopMaImoOHHbIC TEXHOJOTHH, IIPOTPaMMHBIE U IIPOrPaMMHO-AIIApATHIE CPEACTBA, MEPHI
3aIUThl KHGOPMAIIHK JTOJDKHBI OBITH PEaTM30BaHbI IO COBPEMEHHBIM PELICHHUSIM, 0OOCHOBAHBI  C
TOYKH 3PCHHS JIOCTHIKCHHUS 3a/IaHHOTO YPOBHSI 3alUINEHHOCTH HMH()OPMAIUU M SKOHOMUUYECKOU
1[eJIECO0OPa3HOCTH, a TaKXKE COOTBETCTBOBATH YCTAHOBJIEHHBIM HOpPMaM M TpeOOBaHHAM I10
0e30MmacHOCTH HH(POPMAITUH.

[punuun npogeccuonamma

Peanuzanusi Mep 3amuThl HHPOPMAMK W HKCIUIyaTallusi CPEACTB 3alIUThl HMH(pOpMaluu
JIOJDKHA OCYIIECTBISATHCS MPO(eCCHOHATLHBIMY CIIEIIUATIUCTAMHU.

[TpuBrieyeHne crenuaIn3upOBAHHBIX OpraHu3alui K pa3paboTKe CPEACTB U peallu3aluu Mep
3alMThl KHGOPMAIIUH, [TOJTOTOBJICHHBIX K KOHKPETHOMY BHAY IESATEIHHOCTH 110 OOeCHeueHHIO
0e301macHOCTH HH(POPMAITHOHHBIX PECYPCOB, UMEIOIIUX OIBIT IPAKTHUECKOH pabOThI U JIUIICH3UU Ha
IIPaBO OKa3aHUsI YCIyT B 3TOH 00JacTH.

IpuHIMI MUHMMH3ANUH NPUBUHJIErHii MOIb30BaTEIeH

Ob6ecrnieuenue MoJib30BaTesel MPUBHIECTHSIMA MUHUMAJILHO JIOCTATOYHBIMH JJIsI BBIIIOJTHEHHUS

MU CBOMX JOJDKHOCTHBIX 00s13aHHOCTEH B LleHTp.



4 OCHOBHBIE TPEBOBAHMUSI 110 SAIIIUTE UH®OPMAILIUHA
OI'’PAHUYEHHOTI'O JOCTYIIA

Cucrema 3amuThl UHGOpPMAIUU JODKHA IPEyCMaTpPHBATh KOMILJIEKC OPraHU3al[HOHHBIX,
IPOrpaMMHBIX U IIPOrPAMMHO-ANIIAPATHBIX CPEACTB M MEP IO 3aIuTe WH(GOpPMAIHH B TpoIecce
ee 00paboTKH.

BrinonHeHue TpeOoBaHUM JOCTUTAaeTCsl 3a CYET peau3aluu Ha 00beKkTax HH(POpPMATH3AIUH
Mep TI0 3aIuTe HHHOPMAIHH:

UICHTH(HUKAIMY U ay TEHTU(UKAIUU CyOBEKTOB JIOCTYIA H 0OBEKTOB JJOCTYIIA;

YIIPaBJICHHIO JIOCTYIIOM CyOBEKTOB JIOCTyIa K 00BEKTaM JIOCTYIIa;

OTpaHUYEHHIO IPOTPAMMHOHN CPEIIBI;

3aIyUTe MAaIMHHBIX HOCUTENEH IEPCOHAILHBIX JJAHHBIX;

perucrpanuu coObITHI 6e3011acHOCTH;

AHTHMBHPYCHOH 3allUTE;

0OHApYKEHUIO BTOPIKEHHUI;

KOHTPOJTIO (aHAJIH3Y ) 3alIUIIEHHOCTH IEPCOHAIIBHBIX JAHHBIX;

obecreueHHro IeJIOCTHOCTH UH(OPMALIMOHHONW CUCTEMBI M TIEPCOHATIBHBIX JIAHHBIX;

00ecreueHuto JOCTYITHOCTH IIEPCOHAJIBHBIX JAHHBIX;

3aIIUTHI Cpefibl BUPTYIM3aI[iu;

3aIUATH TEXHUYECKUX CPEJICTB;

3aIUTH KHPOPMAIIMOHHOHN CUCTEMBI, €€ CPEZICTB, CUCTEM CBSI3H U NepeIayn JJAHHBIX;

BBISIBJICHUIO HHITHJICHTOB M pearupoBaHUe Ha HUX;

YIPaBJICHHIO KOH(pHUrypanued HMHOOPMAIMOHHOW CHUCTEMBI M CHCTEMBI  3all[HTh
MEePCOHATILHBIX JaHHbIX.

I{enTp, kax obyaaaresnb HHGOPMAIIMKA OTPAHHYEHHOTO JOCTYIIA, IPH OCYIIECTBJICHUH CBOUX
rpaB 00s13aH:

c00J1r0/1aTh IIpaBa U 3aKOHHBIE HHTEPECHI UHBIX JIMIL;

MIPUHUMATH HEOOXOAUMBIE MEPHI 110 3alUTe HH(POPMAIIHH;

OTpaHMYHMBATh JOCTYH K HH(pOpManuu, ecid Takas OOS3aHHOCTh YCTaHOBJICHA
3aKoHOJaTeNLCTBOM Poccuiickoit denepanuu.

B Tom umciie LleHTp, BlipaBe eciii HHOE HE NPEyCMOTPEHO 3aKOHOIaTescTBOM Poccuiickoit
Oeneparuu:

paszpeniaTh uid OTPaHHYUBATh JOCTYT K HH(OPMAIIUH, ONIPEAEISTE IIOPSIOK M YCIIOBHUS TAKOTO
JIOCTyTIa;

HCIOJIL30BATh HH(POPMAIIHIO, B TOM YUCJIE PACIIPOCTPAHSITH €€, [0 CBOEMY YCMOTPEHHIO;

nepefaaBath HMH(QOpPMAIMIO JPYIMM JIML@M Ha YCTAHOBJIEHHOM 3aKOHOJIaTeIbCTBOM
Poccuiickoit ®enepanny OCHOBaHUU;

3aIMUINaTh yCTaHOBJICHHBIMH 3aKOHOATeNbeTBOM Poccuiickoit Deneparuu criocobaMu cBou
IpaBa B CJIy4yae He3aKOHHOTO TOJyYeHHUsl HH(POPMAIINH WIK €€ HE3aKOHHOTO UCII0JIb30BaHUSI UHBIMU
JUIAMH;

OCYIICCTBJISAITh HMHBIE JIEHCTBHS ¢ WH(pOpMAlMed WK pa3peniaTh OCYIIECTBICHHE TaKUX
JICACTBUM, €CJIH TH JICUCTBUS HE MPOTHBOpedar (enepaabHbIM 3aKOHAM U JPYyTUM HOPMaTHBHO-
1paBoBbIM akTam Poccuiickoii @enepaiun.

3amura HWHOOpPMAIMM  OTPAaHUYEHHOTO  JIOCTyNa MpeAcTaBisier co0oil  mpHHSTHE
OpraHU3aNMOHHBIX ¥ TEXHUYECKHX MEp, HallPaBJICHHBIX Ha!

coOuroienrue KOH(UICHIIUANBHOCTH HHpOpMaIiK (MCKIIIOUYEHHE HEMPABOMEPHOTO JOCTYIIA,
KOIUPOBAHHUSL, TPEIOCTABIICHUS WM PaCIpOCTpaHEeHUs HH(POPMAITUH);

obecrieyeHue IeJIOCTHOCTH HHPOpMAIUH (UCKIIIOYCHHE HEPABOMEPHOTO0 YHHUTOXEHHS UITH
MOAH(HUITUPOBAHUS UHPOPMAITUH);

peani3aIuio mpasa Ha JOCTYH K MH(popMaIu (UCKIIIOYEHUE HEITPABOMEPHOT0 OJIOKUPOBAHHUSI
uHpopmanun).

Cpenctia 3amuThl HHGOPMALIMK BHEIPSIOTCS MO pe3ysibTaTaM MPOBEACHUS! OLIEHKH PHCKOB
uH(POPMAITMOHHOH 0€3011aCHOCTH.
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Opraau3zanms 3alHuTHl HH(GOpMauH
[lpu opranm3anuu B lleHTpe 3amuThl HHPOPMAIMU, JOJDKHBI BBIIOJHITHCS TpeOOBaHMS
Denepasproro 3akona ot 27.07.2006 Ne 149-03 «O6 wuHbpopmanuu, HHOOPMAHOHHBIX
TEXHOJIOTHSX M O 3aluTe HH(pOpMAIUK», KOTOphIE  PEryJHpylOT  OTHOIIEHHS, CBA3aHHBIE C
yCTaHOBJIEHHEM, U3MEHEHHEM U MIPEKpallleHHeM pexuma o0paboTkH 3ainuniaemMoi nupopmanuu. B
TOM uHcie TpeOoBaHHsI O 3aluTe WHGOPMALMU, HE COCTABISIOIIEH TOCyIapCTBEHHYIO TaiiHy,
cojiepKaIneicss B TOCYJapCTBEHHBIX HH()OPMAIIMOHHBIX CHUCTEMaX YTBEPXKIEHHBIE IIPUKa30M
OCTDK Poccuu ot 11.02.2013 Ne 17 «O6 yTBepjaeHHH TpeOOBaHUN O 3aluTe WHPOpPMAIUH, HE
COCTaBJISIOIIEN T'OCYIapCTBEHHYIO TalHY, COZEpIKalleics B rocyAapCTBEHHBIX HH(MOPMAIMOHHBIX
cucreMax» Ui TOCYJapCTBEHHBIX HH(MOPMAIIMOHHBIX CHCTEM, 0 KoTophiM IleHTp sBisiercs
OrniepaTopoM.

B IleHTpe MOMHUMO peajti3aiii OCHOBHBIX MEp 3aIllUThl HH(POPMAIUK OCYIIECTBISIETCS:

peryijsipHasi  OIlGHKa M  yIpaBJICHHE pUCKaMH HH(POPMALUOHHOH  Oe30macHOCTH
B COOTBETCTBUHU C YCTAHOBJICHHBIMH MPOIEAYypaMH B 00JIaCTH yIIPaBIICHUSI PUCKAMH;

UH(POPMHUPOBAHHE, o0yueHue U HOBBILICHNE KBaJTH(DHKAITHH paboOTHUKOB
Ilenrpa B chepe nnpopMamOHHON OE30M1aCHOCTH;

METOJIMYecKass IOMOIb pabOTHUKAM B Bompocax obecrnedeHuss HHOOPMALMOHHOM
0€e30I1aCHOCTH,

aHaJIN3 ¥ [TOUCK BO3MOXKHOCTEH 10 TIOBBIIICHUIO YPOBHS 3aIUIICHHOCTH HH(OPMALIKH.

Jliis opranuzaiu 3ammThl WH(GOpManuu, LIeHTp BIpaBe NPUMEHSTH CPEACTBA U METOMIbI
TEXHWYECKOW 3allMThl, TPEANPUHAMATL JpyTrue, HE NPOTHBOpEYAlMe 3aKOHOAATEJIbCTBY
Poccuiickoit @epepanvu, Mepsl.

B pamkax obecriedeHus 3aUThl HH(GOpMAIMY, B paMKaX TPYI0BbIX OTHOIIEHUH HEOOXOAUMO
03HAKOMHMTB I10JT POCIUCH pAOOTHUKOB, JOCTYIT KOTOPBIX K HH(OpMAIMKM OIPaHUYEHHOTO JIOCTYIIA,
HEOOXO/IMM JIJISl BBIIIOJIHEHHSI HMH CBOMX JIOJDKHOCTHBIX 00sI3aHHOCTEH, ¢ IepeuneM HH(pOpMaLuu
OrPaHUYEHHOTO JOCTYTIA, ¥ NPUHATHIME B [[eHTpe Mepamu 3auiuTsl HHGOpMaIKu.

OcobeHHOCTH 32U THI NEPCOHATBHBIX JAHHBIX

Ilpu opranusanpm  o0paboTku B lleHTpe NEepCOHAIBHBIX JAHHBIX  HEOOXOIUMO
pyKoBoicTBOBaThCs TpeboBanusiMu PenepanpHoro 3akona ot 27.07.2006 Ne 152-03
«O mepcoOHATbHBIX JAHHBIXY.

IlepeueHr Mep, BBIOJHEHHE KOTOpBIX oOecneunBaeT lLleHTp B KadecTBe omeparopa
NIEPCOHATILHBIX TAHHBIX, JOJDKEH BKIIIOYATh:

HasHaueHue B [[eHTpe 0TBETCTBEHHOIO 3a OpraHu3aIiio 00pabOTKH IEPCOHAIBHBIX JAHHBIX;

pa3paboTKy JOKYMEHTOB, ONPEACIISIOIUX PaBUia B OTHOIIEHUH 00pabOTKH NEPCOHATBHBIX
JAHHBIX B L[eHTp, JIOKAJILHBIX aKTOB 110 BOIPOcaM 00pabOTKHU NMEePCOHAbHBIX JAHHBIX; IPHUMEHEHUE

OpPraHU3allMOHHBIX M TEXHUYECKUX Mep I0 oOecledeHHI0 6e30MacHOCTH
[IEPCOHAIILHBIX JJAHHBIX B COOTBETCTBUH cO cTaTheil 19 denepansHoro 3akona ot 27.07.2006
No 152-@3 «O nepcoHanbHBIX JaHHBIX);

BBINOJIHEHHE TPeOOBAHMIA TI0 COCTABY U COAEPIAHUIO OPraHU3AI[MOHHBIX U TEXHUYECKHX MEP
110 00ecreveHnio 6€30MacHOCTH TePCOHANIBHBIX JAHHBIX MPU HX 00paboTke B MH(OPMAILMOHHBIX
CHCTEMaXx MMEPCOHAIBHBIX JTAaHHBIX yTBepXKAEHHBIX [Ipukazom @CTIK Poccun ot 18.02.2013 Ne 21
«O06 yTBEpIKICHUH COCTaBa U COAEPIKAHUS OPraHU3AIIMOHHBIX M TEXHHYECKUX MEp 110 00eCcTIedeH IO
0€e30IacHOCTH [EPCOHATBHBIX JaHHBIX IMpH HX 00paboTke B HH(POPMAIMOHHBIX CHUCTEMAxX
MEPCOHAIBHBIX TaHHBIX);

OILIEHKY Bpeja, KOTOPBIA MOXXET OBITh NMPUYMHEH CyObeKTaM IE€PCOHAIbHBIX JaHHBIX B
ciayyae Hapymienust @enepaibHoro 3akoHa Ne 152-®3, cooTHOIIEHHME YKa3aHHOIO Bpena M
MPUHAMAEMbIX OIEPATOPOM MEp, HANPABJICHHBIX Ha OOECIeYeHUE BBHINOJIHEHUSI OOs3aHHOCTEH,
npenycMorpeHHbIX DenepanbHbiM 3aK0HOM Ne 152-D3;

O3HaKoMJIcHHE pPabOTHUKOB IleHTpa, HENOCPEACTBEHHO OCYMIECTBISIONIMX 00paboTKy
MEPCOHATBHBIX JIAHHBIX, C TOJIOKEHUSAIMH ~ 3aKoHozarenscTBa  Poccuiickont  ®enepamun 0
IEPCOHAJIPHBIX JIAHHBIX, B TOM 4YHCJE€ TpeOOBaHUSAMHM K 3alllUTe IEPCOHAIBHBIX JaHHBIX,
JIOKYMEHTaMH, OIpee/SIIoIUME TpeboBanus LleHTpa B OTHOLIEHHH OOpaOOTKH IEpPCOHAJIBHBIX
JTAHHBIX U 00y4YeHHUe, IIPH HEOOXOAUMOCTH, yKa3aHHBIX PpAOOTHHKOB.

Ob6ecrieueHre 0€30MaCHOCTH EPCOHATBHBIX JAHHBIX JTOCTUTAETCS], B YACTHOCTH:
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ompeJieJIEcHUEM YIpo3 M HapyluTesned Oe30MacHOCTH MEPCOHAIBHBIX  JIaHHBIX TIPH
ux 00paboTKe B HHPOPMALMOHHBIX CUCTEMAaX IE€PCOHAIBHBIX TaHHBIX;

OIpEe/ICJICHUEM YPOBHSI  3allMIEHHOCTH [EPCOHAIBHBIX JAHHBIX B  COOTBETCTBHH
¢ TpeboBanusimu [locranosnenus [IpaBurensctBa Poccuiickoit @eneparuu ot 01.11.2012 Ne 1119
«O6 yTBepxaeHUH TpeOOBaHUN K 3aIlIMTEe IEPCOHAIBHBIX JIAHHBIX IIpu UX 00paboTke
B UH(OPMAIIHOHHBIX CUCTEMAX NEPCOHATBHBIX TAHHBIXY;

MPUMEHEHUEM TPOINEAIINX B YCTAHOBJICHHOM IOPSIKE IPOLEIYpY OLEHKH COOTBETCTBHS
CPEJIICTB 3aIlUThl HHPOpMAIIUH;

OIICHKOM 3()(hEeKTUBHOCTH IIPUHUMAEMBIX MEp I10 3aIIUTE MEPCOHANBHBIX JaHHBIX JI0 BBOJIA B
9KCILTyaTaIHIO HH(POPMAIIMOHHON CUCTEMBI IEPCOHATIBHBIX JIAHHBIX;

BOCCTaHOBJICHUEM TEPCOHAIbHBIX JAHHBIX, BCIEACTBUE MOTYUYEHUS! HECAHKIIMOHUPOBAHHOTO
JI0CTyTIa K HUM;

YCTAaHOBJICHUEM TIPaBUJI JIOCTylla K [IE€pCOHAJIBHBIM JIAHHBIM, 00OpabaThIBa€MbIM B
HH(GOPMAIIMOHHBIX CHUCTEMaxX MEPCOHATBHBIX JAHHBIX, a TaKXKe OOECIeUeHHEM PpEerucTpanuu U
ydera BCeX JCHCTBH, COBEpPIIAEMBIX C TIEPCOHAIBHBIMHU JJAHHBIMU B HH(OPMAIIMOHHBIX CHCTEMAaX
MEPCOHATILHBIX JAHHBIX;

KOHTPOJIEM 32 TPUHUMAEMBbIMH MEpaMHU TI0 3al[UTe NEPCOHAIBHBIX JAaHHBIX U OIIPEIEJICHHOTO
YPOBHSI 3aIIUIEHHOCTH HH(OPMAIIMOHHBIX CHCTEMax MEpPCOHAIBHBIX JaHHBIX B IIpollecce ee

OKCILTyaTaluu.

5 OCHOBHBIE TPEBOBAHUSI K ITIPONECCAM OBECIIEYEHUS
UHPOPMAIIMOHHOU BE3OITACHOCTH

MeTtotuueckoe pyKOBOJICTBO, pa3paboTKy pelIeHuil 1o 3anmre nHPOpMAaIuy, COTIacOBaHHE
BbIOOpA CPEJICTB BHIYHCIUTEIILHOW TEXHHUKH, MMPOrPAMMHBIX U IPOTPaMMHO-aNapaTHRIX CPEICTB
3amThl HHYOPMAIUH, OpPraHU3auio padoT 10 BBIIBICHHIO BO3MOXXHOCTEH M IPEXyIPEXICHUIO
yTEUYKd W CBOWCTB 3amminaeMoil MH(OpMAIH, aTTecTaluil0 OO0BEKTOB HH(POPMaTH3AIUH
OCYINECTBIISIFOT KOMIIETEHTHBIE CTPYKTYpPHBIE 1oApa3enenus Lienrp.

®u3znyeckas 6€30aCHOCTb

[IpuHsITHIE OpraHM3alMOHHBIE M TEXHWYECKHMEe Mepbl 10 3ammre nomMeuieHuil llentpa,
CEepBEPHOTO ¥ KOMMYTAIIHOHHOIO OOOpYJIOBaHUS, aBTOMATH3HPOBAHHBIX pabO4YMX MecT
moJib3oBaTeieid HHHOPMAMOHHBIX cucTeM [leHTpa o0ecreunBaloT pearn3aliio ClIeayomuX Mep
1o:

pasrpaHHYEHHIO JOCTyna paOOTHUKOB B MomenieHus lLleHTpa B COOTBETCTBHM C HX
TOJTHOMOYHSIMU U JIOJDKHOCTHBIMU 00SI3aHHOCTSIMU;

peructpaiuu (pakToB BXoja PaOOTHUKOB B MOMEILICHHUs, B KOTOPBIX BejeTcs: oOpaboTka
MEePCOHATILHBIX JaHHBIX;

KOHTPOJIUPYEMOMY TpeObIBAHUIO MOCTOPOHHHX JKI| B lleHTpe B momermneHusi, B KOTOPBIX
BeJieTcsl 00paboTKa MH(OPMAIIMKM OTPAaHUYEHHOTO JIOCTYIAa U pa3MENIeHBI alapaTHbIe CPe/CTBa
UH(OPMAIIMOHHOM CUCTEMBIL;

OpraHM3aIAU PEeXKUMa KOHTPOJIHPYEMOI0 BHOCA/BBIHOCA CPEICTB 00pabOTKH HH(POPMAIIUH.

[Tomemenust IlenTpa  moypKHBI OBITH 00OpYJOBAaHBI JIETEKTOPAMU OTHS M JibIMa,
OTHETYUIMTEISIMH, CHCTEMaMU KOHIUIIMOHUPOBAHUS BO3/[yXa, CPEACTBAMHU OXPAaHHO-II0KAPHOM

CUTHAJIU3AIUH.
OCHOBHOE CepBEpHOE U KOMMYTAIIHOHHOE 0OopynoBaHue LleHTpa H0KHO OBITH 3aINUIIEHO

or mepeboeB B  IoOJA4e  DJCKTPOIHEPIMU  IyTeM  IMOAKIIOUEHHSI K  JIEKTPOCETH
C TpPUMEHEHHEM MCTOYHHKOB OecriepeOOHHOro IMUTaHUST U PE3EPBHOIO JHM3eNIb-IeHepaTopa.
Hcrounuku OecriepeOOWHOTO MHUTAHHUS HEOOXOAMMO PpEryjisipHO TECTUpOBaThb U IPOBEPSITh
YIOJIHOMOYEHHBIM paboTHUKaM L[eHTpa B COOTBETCTBUY € pEKOMEH IAIIMSIMHU IIPOU3BOIUTENISL.
[lopraTuBHBIE TEXHHYECKHE CpeJICTBA HE JOJIDKHBI  OCTaBaThCs 3a  IIpeleslaMH
KOHTpoJUpyemMoi 30HbI IlenTpa ©0e3 KOHTponss co  cropoHbl paboTrHuKOB LleHTpa.
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be3onacHocTh Ha pabodyem mecTe

3anpeniaercsi BECTH 3alUCh Mapojed B OTKPHITOM BUJE Ha MaTEpHAIBHBIX HOCHTENS, 3a
HCKJTIOUEHUEM CIIy4aeB, perjiaMeHTUPOBAHHBIX METOJI0B XPaHEHHSI.

JIOKyMEHTBI U HOCHUTENH ¢ MH(pOpMalKeld OrpaHHYEeHHOIrO JOCTyIa JIOJDKHBI yOuparbes B
ore4yaTbIBacMble mecra (ceddnl, mkapel U T.OI.), npu yxome ¢ pabouero mecra. Ha
aBToMaTH3UpoBaHHOM pabouem mecte Ilosmb3oBarens pabouas ceccusi JoJDKHA OBITH MpepBaHa,
pabouuii ctos 3abyiokupoBaH. BXoJ mosib30BaTENs B CUCTEMY HE JOJDKEH BBIMOJHSATHCS
aBTOMATHYECKH.

JIOKyMeHTBI, coJieprKaliire HHPpOpMaIUIo OrpaHHUYEHHOTO JJOCTYTIa, TOJDKHBI Cpa3y H3bIMaThCs
U3 TeYaTarolux yCTpocTB. Jlms yTuiam3anuu KOH(DHICHIHATBHBIX JIOKYMEHTOB, JOJDKHBI
HCIIOJI30BATHCSl YHHUTOXKUTEIN JOKYMEHTOB HE HIDKEe 4 ypoBHS IO CTaHAApTy O€30macHOCTH,
IPUMEHSIEMOMY K YHUUTOXKUTEJSIM JOKYMEHTOB.

[Ipy wWcnogb30BaHMM MOOMJIBHBIX TEXHHYECKHX CpPEACTB HEOOXOIUMO  COOIIOAATh
JIOTIOJTHUTEJIPHBIE MEPBI 110 perjaMeHTalMd U KOHTPOJIO HCIOJB30BaHHUS B HH(POPMAIHOHHOU
cucreMe MOOMIIBHBIX TEXHUYECKUX CPEJICTB.

Haxoxenue mpencTaBuTeNeii IOpUAMYECKUX JIUMI B paMKaX HCIIOJIHEHHS JIOTOBOPHBIX
00s13aTeILCTB B TMOMEMICHHSIX, B KOTOPBIX Beaercss obpaboTka MH(OpMAIMH OrpaHUuYCHHOTO
Jocryna HHPOPMAaIlMOHHONW — CHCTEMBI, BO3MOXKHO TOJIBKO B COIPOBOXIeHUHU paboTHHKa [lenTpa,
JIOTIYIIEHHOTO J10 00paboTKH Takoi HH(POpPMAIIUH.

Pa3merieHre TEXHUYECKMX CpPEJCTB BBIBOJA HWH(pOpPMAUu B ToMerieHusx lLlentpa
MPOU3BOJIMTCS C YYETOM HCKIIOUEHHSI BO3MOXKHOCTH BH3YaJbHOTO IPOCMOTpa HH(POpMAIUH
[OCTOPOHHHMH JIMIIAMA ¥ PaDOTHUKAMH, HE JIOMYIIEHHBIM K paboTe ¢ JaHHOM nH(popManuei.

TexHuueckne cpeicTBa JOJDKHBI pa3MeIaTbcss W XPAHUThCS TakUM 00pa3oM, 4YTOOBI
COKpPATHUTh BO3MOXHBIH PHCK TOBPENICHUS M yTPO3bl HECAHKIIHOHUPOBAHHOI'O IOCTYIIA.

Texnuueckoe o0caykuBaHHe 000PYA0BAHUS

Texuuueckue cpencrBa lleHTpa JODKHBI MPOXOJUTh HA PEryJSIPHOW OCHOBE CEPBHCHOE
o0CITy)KMBaHHE B COOTBETCTBUHU C PEKOMEHIALUSIMU IIPOU3BOAUTENEH 000PYJOBAHUSI.

PemoHT ® cepBucHOEe O0OCITy)XHBaHHE OOOPYIOBAaHUSI JIOJDKHBI BBIIOJHSITHCS TOJIBKO
KBJIM(DUIIMPOBAHHBIMU CIIEIUATTMCTAMH.

Texaudeckoe oOCITy)XUBaHUE OOOpPYHOBAHUSI CTOPOHHHMH OpPraHH3alUsIMU HE JOJDKHO
[IPUBOMTH K PUCKY HapyIIeHHsI KOHPUICHIMAIBHOCTH 3aIUIIIaeMON HHPOPMAITUH.

B3aumopeiicTBue ¢ TpeTbHMH JTHIAMH

B LeJIsIX obecrieueHust uH(OpPMAITMOHHOU 0€301acHOCTH [lentpa mnpu
B3aMMO/ICHCTBUHU C TPETHUMHU JIUIIAMU JOJKHO BBIIOJIHSITH CJIEIyIOIIME MEPOIIPUSTHUS 10:

3aKJIIOYCHHIO COIJIAIICHUST O HepasriialeHud HWH(QOpPMAIlMH OrPaHUYCHHOTO JIOCTYIIA,
MIOJIy9eHHOH B XOJI€ UCIIOJIHEHUS JJOTOBOPHBIX 00513aTEIIbCTB;

OCYIIIECTBJICHUIO KOHTPOJSl 3a JEHCTBUSIMM MpEACTaBUTENEH KOHTPAareHTOB B IIpeieax
KOHTpOJIUpyeMoH 30HbI LlenTpa.

YupasieHnue ;KM3HEHHBIM IUKJI0OM HHPOPMALMOHHBIX CHCTEM

MeponpusiTisi B IpoIecce XU3HEHHOTo IUKJIa MH(POPMAIMOHHBIX cucTeM LleHTpa J0IDKHBI
OBITH HaNpaBJICHBI Ha oOecredeHue 3aiuThl HHYOpMaIMK TIPYU BBOJIE B ICHCTBHE, SKCILTy aTallHH,
COIPOBOXKJICHUH U MOJICPHHU3AIINH, BEIBOJIA U3 OKCILTy aTalliH.

OcHoBanueMm mpu pazpadborke HHGOPMALMOHHBIX CHCTEM JOJDKHBI SIBISITBCS PEIICHHUS
NPHUHATHIC HA cTajuu (popMUpoBaHUS TpeOOBaHUHU, cojepikaliyue TpeOOBaHUS B TOM YHUCIIE
110 CUCTEME 3alAThl HHYOPMAIHH.

JIro60oe mIanupyemMoe K BHEAPEHHIO H3MEHEHHE HHPOPMAIIHOHHOW CHCTEMBI ITPEIBAPUTEIHLHO
JIOJDKHO ~ OBITh  NPOAHATM3UPOBAHO HA  COBMECTHMOCTH M OTCYTCTBHE  HApyIIEHUH
paboTOCIIOCOOHOCTH CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE CPEACTB 3aIlUTH HH(OPMAIIIH.

PaGoTel 1O MOJEpHH3AIMH HHPOPMAIMOHHOH CHUCTEMBI, B TOM YHCJIE IO YCTaHOBKE
IPOrpaMMHOTO 0OecrieYeHusl 1 OOHOBJICHUH, JIOJDKHBI IPOBOJIUTHCS B Hepabodee BPEeMsI UITH BpeMsI
HaUMEHBINEH paboueld Harpy3Ku.
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[Ip BBIBOJIE U3 OKCIUTyaTalldd HH(MOPMAIIMOHHBIX CHCTEM JIOJDKHO O0€CIeuruBaThCs
rapaHTHpPOBaHHOE yJlaJieHHe 00pabdaThiBaéMO U XpaHUMOM B HUX HH(OPMAIIUU C UCIIOJIb30BAaHHEM
CPE/ICTB TAPAaHTHPOBAHHOTO YHUYTOXXEHUSI HH(POPMAIHMH HIIM IyTeM (U3UYECKOTO YHHYTOXKEHHS
HOcuTesel nH(pOopMaIiH.

Bce mpouemnypsl ofecrneueHust 3amuThl HMHGOpPMAlMU, YCTaHOBJICHHbIe B lleHTpe B
OTHOIIECHUH WH(POPMAIIMOHHBIX CHUCTEM, JIOJDKHBI  BBIIOJHATBCS W KOHTPOJHPOBATHCS
OTBETCTBEHHBIMH JIMI[AMH 32 OpraHU3aIUI0 paboT M0 3aumTe HHPOpMaIUH.

KoHTpoJs 1ocTyna Kk HHGOPMAIHOHHBIM CHCTEMaM

Bce paboraukm Llentpa, nomymeHnsie k pabote ¢ HHPOPMAIMOHHBIME CUCTEMaMH, HECYT
MEPCOHATILHYIO  OTBETCTBEHHOCTh 3a HApyIIEHUsI YCTAHOBJIEHHOIO TIOpsJka 00paboTKu
uH(popmMaIum.

VYpoBeHb IMOJTHOMOYMUA TOJIB30BaTeNsl B HH(popMmanuoHHOW cucreme lleHTpa mosmkeH
OTIPENCIISITHCS B COOTBETCTBUH C €r0 JOHDKHOCTHBIMU 00SI3aHHOCTSMHU.

JlocTyn monp3oBarenei Kk uHGOpMaMOHHBIM cucTeMaM LleHTpa JomkeH KOHTPOJIUPOBATHCS
aJIMUHUCTPATOPOM MH(POPMAITMOHHOH CUCTEMBI.

Ocy1ecTBiIEHUE PEryJISIPHOTO KOHTPOJISI BBITOJHEHHS OPraHU3aI[HOHHO-PACIOPSIUTEIEHBIX
JIOKYMEHTOB, KacaloIUXCsl perjaMeHTAaIlMK JIomycKa paboTHHUKOB lleHTpa K HMH(DOpMAMOHHBIM
CHCTEMaM.

Nnentuduxanus u ayreHTHGHKALM A

Jloctyn mosib3oBatesiel K HH(OPMAIIMOHHBIM CHCTEMAaM JIOJDKEH HPENOCTaBISITBCS TOJBKO
10CJIe YCIIEITHOTO 3aBEPIICHHUS HJICHTU(DUKALIUH, ay TEHTH(UKAIIMH.

[Tomyyenue moJsib30BaTEeM HMMEHH B HMH(GOPMALIMOHHOM CHCTEME M IapoJis, KOTOpbIE
o0ecreynBaroT IOCTy T K HHPOPMAIIMOHHOH CUCTEME, TOJDKHO OCYIIECTBIISITHCS IO IIPE/ICTABIEHUIO
PYKOBOJUTEJISI CTPYKTYPHOTO ITO/IPA3/IEIICHUS.

YupasJjenue 10cTyoOM

B [lenTpe JIOJIAKCHO OCYIIECTBIISATHCS yIpaBjecHHE JIOCTYTIOM
K HH(POPMAIIMOHHON CHCTEME MTOCPEJICTBOM peajin3alui He0OXO0AUMBIX METO/IOB, TUIIOB U ITPaBHJI
pa3rpaHAYeHHUs]  JIOCTylla  I0Jb30BATEIsAM HH(POPMALTUOHHOU CHCTEMBI [enTpa. B
TOM 4YHciie 00ecreyeH 3aUIIeHHbIN yIaJeHHbIH JOCTYN CyOBEKTOB JI0CTyIIa K OOBEKTaM JIOCTyIIa
yepe3 BHEITHUE HHPOPMAIIMOHHO-TEIEKOMMY HUKAI[MOHHBIE CETH.

Be3onacuHocts npu padore ¢ HocUTEAIMH HHpOpPMaLHH

PaGotHuku lleHTpa JODKHBI HCIHOJIB30BATh TOJBKO YUTEHHBIE CHEMHbBIE MAaIlUHHBIE
HOCUTENIW WH(POpPMAIMK JUTS BBIIOJHEHUS! CBOMX JIOJDKHOCTHBIX OOsi3aHHOCTeH. Mcmosb3oBanue
ChEMHBIX MAIIHHHBIX HOCHTEeH HH(pOpMaIuy B L[eHTpe B MHBIX HEJSIX CTPOro 3aIlperieHo.

CpeMHbIe MAlIMHHBIC HOCUTETH HH)OPMALIUHU JJOJDKHBI XPAaHUTCS B OlleYaThIBAEMBbIX IIKadax,
B IIOMEMICHUSX B KOTOPBIX TpeycMOTpeHa 06paboTka HH(pOpMaIKX OrPaHUIEHHOTO JOCTYTIA.

B ciydae kpakk HIJIH TTOTEPU CHEMHOI'O MAIMHHOTO HOCUTENSI HH(POPMALIUH, a TAKOKe HUHBIX
UHIMICHTOB, KOTOPbIE MOTYT HPUBECTH K HApYyIICHUIO CBOUCTB HH(GOpMAlMKU OTPaHHMYEHHOI'O
JIOCTYTIA, JIOJDKHBI IPOBOIUTHCS. MEPOIIPUSITUS [0 PACCIICJOBAHUIO TAKMX UHIUICHTOB.

[Ipu BBIBOJIE U3 AKCIUTyaTaIlldil CHEMHOTO MAIIMHHOIO HOCHTENSI HH(POPMALMHU, BCE JAHHBIE,
XpaHsIIAecss Ha HeM, JIOJDKHBI OBITh YJIaJIEHBI OIIPEJIEIEHHON KOMHCCUEH U3 uuciia paOOTHHUKOB,
CpPEICTBOM rapaHTHPOBAHHOT'O YHUYTOXEHUS HH(OpMAIKK.

dakT yHHYTOXKEHHS HWHPOpPMAIMM HA CHEMHOM MAIIMHHOM HOCHTeNle HWH(pOpMaIUH
bukcupyercs B akte 00 YHHYTOXCHMHM HMHQMOPMALUU CO CHEMHOIO MAIIMHHOIO HOCHTEIS
uHpopManuu.

Perucrpanus codbITuii

B llentpe J0O/DKHA OCYHIECTBISTHCS —PETUCTpAIllMM  COOBITMH — O€30IacHOCTH — Ha
BCEX KOMITOHEHTAaX WH(OPMAIMOHHBIX cucTeM LleHTpa, B KOTOphIX 0OpabaThiBaeTCs 3aluinaeMas
uHpopMaIus.

AHTHBHPYCHAS 3al[UTA
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B 1mesnsx oOHapyXeHHMsT M YCTpaHEHHUs] BPEJIOHOCHBIX mporpamMm B LleHTpe HOIDKHEI
UCIIOJIB30BAThCSI CPEICTBA AaHTUBUPYCHOMW 3allIUTHI HH()OPMAIIHH.

O06s13aTeIbBHOMY  KOHTPOJIIO  CPEICTBOM AHTHUBUPYCHOH 3alUThl WHGOPMAIMK JIOJDKHA
nojuiexxars Jirobass uHpopMmanus (TeKCToBble (aiinbl J0OBIX (opMaroB, (aiiisl JAHHEIX,
UCTIOJTHsIEMbIe (paiiiibl), moTydyaemasl U mepejaBaeMasi 1o JIOKaJIbHOH BBIYHCIMTEIHLHOM CETH B TOM
qHCiie U CeTM OOIIEero moJjib30BaHUs, a Takke MH(OpMaIus, XpaHUMasi Ha CheMHBIX MaIlHHHBIX
HOCHTEJISIX HH(POpPMAIUH.

[Ipy ycraHOBKE IIPOrPaMMHOrO OOECIIEYEHHsI WM €ro OOHOBJCHHS Ha CEBEPHOE
000pylIOBaHHE JIOJDKHA aBTOMATUYECKH BBINOJHATHCS IIpeABapUTENIbHAs IpPOBEpKa JaHHOTO
IpOrpaMMHOT0 00ecredeH s Ha OTCYTCTBUE BPEJOHOCHOTO MPOTPAMMHOT0 00€CIIeUeHUSI.

Oo6noBieHne 0a3 curHatyp JUisl CpeicTBa AHTUBUPYCHOM 3aIMUTHI HHOOPMAIHH JOJKHBI
OOHOBJISITHCS €)KEHEBHO.

[Tosib3oBatenu 6e3 npaB aMUHUCTpATOpa HH(POPMAITMOHHON cHCTeMbI L[eHTpa He JTOJDKHBI
UMETH BO3MOXHOCTH TOJIy4YEHHS JOCTyIa K KOH(PUTYpaIlii aHTHBHPYCHOT'O CPEJICTBA 3alUThI HIIH
€ro OTKJIIOUEHHSI.

KonTpoJib 3a1ueHHOCTH NePCOHAIBHBIX JTAHHBIX

B mensix ucKiIOUeHUsl 9KCIUIyaTalldd YS3BUMOCTEH MpOrpaMMHOTO OO0ECHEYCHHS JOJDKHBI
IPOBOJUTCSL PabOThl 110 BBISBICHHIO, aHAJIU3Y YSA3BUMOCTEH WH(POPMAIIMOHHON CHCTEMBI U
OIlepaTUBHOE yCTPAaHEHUE BHOBb BBISIBJICHHBIX ysI3BUMOCTEH. B TOM 4mciie opranu3aiius KOHTPOJIs
YCTaHOBKH OOHOBJIEHHSI IIPOTrPAMMHOI0 0OecriedeH s BKJIIOYasl CPeJICTBA 3alUThI HH(POpMAIHH.

Hcnosb3oBanne nporpaMMHoOro obecredeHust

Beibop mnporpamMmHOro oOecmedeHusi Uil TPOU3BOACTBEHHBIX HYX LleHTpa moikeH
IPOU3BOJIUTHCS B MPHOPUTETE K OTEYECTBEHHOMY, BHECEHHOro B EJIUHBIN peecTp pOCCHUCKHX
porpaMm JUIsl DJIEKTPOHHBIX BBIUMCIUTENIBHBIX MaluH U 0a3 JaHHBIX. B ciydae OTCyTCTBUS
aHajsora B EuHoM peecTpe pocCHICKUX IporpaMM JUIsl SJIEKTPOHHBIX BBIYUCIIHTEIbHBIX MAIIUH U
0a3 JaHHBIX JIOITyCKAeTCsl UCII0JIB30BAaTh MIPOrPaMMHOI0 00ecrieYeHrne UMITOPTHOTO MPOU3BOJICTRA.

15



HcnoabzoBanue 3JleKTpOHHOﬁ mo4YThI

DJIeKTpOHHAs 10YTa JIOJDKHA HCIONB30BaThes B LleHTpe ¢ Henpio opranusauuu oOMeHa
3JEKTPOHHBIMH  COOOIICHUSIMH ~ MEXIy paOOTHHKaMH M CyObeKTaMH HH(POPMAalMOHHOM
0e30IacHOCTH.

[Tpu MCNOMB30BAHUHU HJIEKTPOHHOM ITOYTHI 3AIIPEINACTCS:

06Men uHpoOpMaIKeit st CITy)KeOHOT0 MOJIBb30BaHUS, a TaKXKe HHPOPMaIMel OrpaHUYEHHOTO
JIOCTYTIa,

[peI0CTaBICHHE JIOCTYNA K 3JEKTPOHHOM MOYTE ¢ UCIOJIL30BAHUEM JAHHBIX CBOCH yUETHOU
3aIiCH TPETHUM JIMIIAM;

11y OJIMKaIHsI CBOETO CIIy>KeOHOT0 afpeca 2JIEKTPOHHOM IOYTHI B JJIEKTPOHHBIX KaTajorax, Ha
[IOUCKOBBIX MalllMHAX M JIPYTHX pecypcax cetd VMHTepHET B LENsIX, HE CBI3aHHBIX C UCIIOJHEHUEM
CBOUX JOJDKHOCTHBIX 00SI3aHHOCTEH;

HOJIIUCKA 10 DJIEKTPOHHOM TOYTE HA Pa3jIMUHble peKJIaMHbIE MaTepHallbl, JUCThI PACCHUIKH,
SJIEKTPOHHBIC JKYPHAJIBI W T.J., HE CBS3aHHBIE C BBIIOJHEHHEM I0Jb30BATENEM JIOJDKHOCTHBIX
00s13aHHOCTEI]

OTKpPBITHE (3allyCK Ha BBIIOJHEHHUE) (aiiiioB, MOJYUYEHHBIX 110 JJEKTPOHHON ITOYTE WM U3
pecypcos cetu WHTepHer, 0e3 NpeABapHTENbHOM IPOBEPKHM WX AHTHBUPYCHBIM IIPOIPAMMHBIM
oOecIIeYeHHEM.

PaGora B ceTsix 001mero moJi»b30BaHMsI

Ileutp ocrasiser 3a co0oi mpaBo GIOKHPOBATH MIIM OTPAHMYMBATE JOCTYI PAaOOTHHKAM K
CETSAM CBSI3U OOIIEro I0JIL30BAHKsI, B TOM YHCIEe ceTd MHTEepHET, cojiep)KaHue KOTOPBIX HE UMEET
OTHOIIEHHS K UCIIOJHEHHIO JODKHOCTHEIX 00sS3aHHOCTEH, a Takke K HHPOPMAIIHOHHBIM pecypcaM,
CoJlep)KaHHEe ¥ HANpPABICHHOCTh KOTOPBIX 3alpelleHbl 3aKOHOJATeNbCTBOM  Poccuiickoi

Denepanuu.
ITpu ucnonp3oBanuu cetu MIHTEpHET 3anpeeHo:
HACIOJIL30BAaTh MIPE0CTABICHHBIN LlenTpom JIOCTYII B CETh WNurepuer

B JIMUHBIX I[EJISIX;

HCIIONB30BaTh HECAHKIMOHAPOBAHHBIE IIPOrPAMMHBIE M TIPOrPAMMHO-AIAPATHbIE CPE/ICTBA,
II03BOJISIIOLIME TTOJTyYUTh HECAHKIMOHHPOBAHHbIH JOCTYII K ceTd MHTepHeT;

myOJIMKOBaTh, 3arpyXath W PaclpOCTPAHATh MAaTepHalibl, COJECPIKAIIUE HEIOCTOBEPHYIO
undopmarmio o Llenrpe, a Takxe panscupunuposats cBoii IP-aapec.

PesepBHOE KONMMPOBAHHE W BOCCTAHOBJICHHE JAHHBIX

Ocy1mecTBiIeHAE PE3ePBHOTO KOIIMPOBAHHUS JIOJHKHO OCYIIECTBIIATLCS IS

undopmarmu, obOpabatbiBaeMoii Ha (haliJloBOM cepBepe M CepBepe  IMPHIIOKEHHH,
HH(POPMAIIMOHHOW CUCTEMBI;

paboYnX MECT aIMUHUCTPATOPOB HH(POPMAITHOHHON CUCTEMBL.

YacToTa M PEXKHM PE3EPBHOrO KOIHMPOBAHHS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOOBI
obecreynTh MUHUMAJIBHYIO TIOTEPIO IAHHBIX ¥ ONIEPATUBHOE BOCCTAHOBJIEHHE.

Hactpoiika pe3epBHOrO KOMHPOBaHWS W BOCCTAHOBJIEHMS DPECYypcoB HMH(POPMAIHOHHBIX
cucreM LleHTpa J0/DKHBI TPOBOANTH YIIOJHOMOUYECHHBIE paboTHHKH [lenTpa.

PesepBHOE  KOMMPOBAaHUE  OCYIIECTBISECTCS B ABTOMATHYECKOM pexume.
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6 OCHOBHBIE TPEBOBAHUS K ITIPOHECCAM YIIPABJIEHUS
NH®OPMAIIMOHHOU BE3OITACHOCTBIO

MoHuTOpHHT HH(pOPMALMOHHOI 0€30MaACHOCTH
Ha noctostHHO#M 0CHOBE JIOJDKEH IPOBOJAUTHCS KOMIUIEKCHBINM aHAIH3 (PYHKITAOHUPOBAHUS
uHpopMaIMOHHOM cucTeMbl LlenTpa 1 BO3HUKAIOMUX COOBITHI HHPOPMAITHOHHON 0€30MacHOCTH.
[Iporiecc MOHUTOPUHTA CUCTEMBI 00ecnieueHUs] HHYOPMAIIHOHHON OE30MaCHOCTH JTOJIKEH

BKJIIOUYATH B ¢€0sI KOHTPOJIb OPTaHU3AIUOHHBIX H TEXHUYECKUX MEp IO 3aIuTe HHYOPMAIHH,
aHaIM3 TapaMeTpOB KOH(UTYpAIUU H HACTPOMKH CPEJICTB 3aIUThHl HH(POPMAIIHH.

[Ipu npoBeeHUH KOHTPOJIBHBIX MEPONPUSITUH, CBSI3aHHBIX C OIEHKOW peaH3aldd Mep IO
samuTe WHpopManuu B lleHTpe, ynoiaHOMOYEHHBIE pPAOOTHHKH JOJDKHBI IPUICPIKUBATHCS
CJIeTYOIIMX ITPUHITUIIOB:

He HapyImarh (yHKIHOHUPOBaHHE JesiTeIbHOCTH L{enTpa;

JIEHCTBOBATh B COOTBETCTBHHM C YTBEPXKICHHBIMH OPraHU3aI[MOHHO-PACHIOPSAUTEIbHBIMH
nokymenTamu LlenTpa 1o 3amure uHpopMmarum;

HE CKPhIBaTh (PaKThl BBISBJICHHBIX COOBITHI HH()OPMAIIHOHHON 0€3011aCHOCTH;

Wudopmarusi, mnojiydeHHass B XOJ€ IPOBEJEHUS KOHTPOJHPYIONIMX MEPONPUATUH O
NEUCTBUSX, COOBITHUSIX M Iapamerpax, UMEIOIIMX OTHOIIEHHE K peaju3allii Mep I10 3alluTe
UH(OPMAIIMH, J0JDKHA KOHCOJIUIMPOBATECS U XPAaHUTHCS B MECTaX, UCKIIOYAIONIMX IMOJIyuYeHHE K
HE# HeCaHKIMOHUPOBAHHOTO JIOCTYIIA.

MOHHUTOPHHT JIAaHHBIX O 3apErUCTPUPOBAHHBIX COOBITHSIX MH(OPMAIHOHHONH O€30MacHOCTH
JIOJDKEH TPOBOJIUTHCS, TI0 BO3MOXHOCTH, C UCIOJIb30BAHUEM CHCTEMbI MOHHUTOPUHIA WHIIMIEHTOB
uHOPMAITMOHHOM 0€30MaCHOCTH MJIH BCTPOCHHBIX MEXaHHW3MOB HACTPOWKH M ayJuTa COOBITHIA
B MPOrpaMMHBIX M HPOTPaMMHO-aNIapaTHBIX CPEACTBAX, UCIOJIB3YyEMBIX B HH(OpPMAIMOHHOMH
uHpacTpykrype Llenrpa.

Yunpasienune puckamMmu

Onpenenenne BHyTPEHHUX TpeOOBaHUI 110 3amuTe HHOOPMAIMH, JODKHBI OCHOBBIBATHCS HA
pe3yJyibrarax IpPOBEJCHHS aHaJM3a PUCKOB HApyLIEHHS] OCHOBHBIX CBOMCTB O€30IACHOCTH MJIs
uHpopManmoHHbIX pecypcoB LlenTpa.

OCHOBO#1 OIIEHKH PHUCKOB JIOJKHA OBITh OIEHKA YCIOBUHM U (PaKTOPOB, KOTOPBIE MOTYT CTaTh
MPUYUHOM HAPYIIEHUS [[EJI0OCTHOCTH, KOH(UIEHITHAIBHOCTH U JIOCTYTHOCTH JIJIsi UH(POPMAIIHOHHBIX
pecypcos LlenTpa.

PesynpTaToM IpoBe/ieHUs aHAIM3a PUCKOB JIOJDKEH OBITh pa3pabOTaHHBIA KOMILIEKC MeEp,
HANpaBJICHHBIX HAa CHUXKCHHE BO3MOXKHOTO HEraTUBHOIO BIIMSIHUSI HA OCHOBHYIO JESITEIHHOCThH
[lenTpa mnpu peanu3anMd TOW WIM HHOH  yrpo3sl  Oe3omacHOCTH — MHGOPMAIUH U
oOecreynBaoOUX B JaJIbHEHIIEM JOCTaTOYHBI YPOBEHb 3aIlUIIEHHOCTH HH(POPMAIMOHHBIX
cucrteM llentpa.

Yupasienne HHIUAEHTAMI HH(POPMAIHOHHOMH (€30MACHOCTH

Jlst oOecrieuenust 3 (HeKTHBHOTO pa3pelneHus] HHIUACHTOB HH()OPMAIIMOHHOM 6€30IMacHOCTH
B lleHTpe, MUHIMH3AIIUK TOTEPh U YMEHBIIEHHS pHUCKa BOZHUKHOBEHUS TIOBTOPHBIX MHIUIECHTOB
JIOJDKHO OCYIIECTBISITHCS yIPaBICHHE HHIUACHTaMH HH(POPMAIIMOHHOH 6€3011acCHOCTH.

Jlis ynpaBiieHUs] MHIUACHTAMH WH(GOPMAIIMOHHON O€30MacHOCTH JI0JDKHA OBITH CO37aHa
ciry)x0a MOHUTOPHHTA U pearupoBaHMs HA UHIHIEHTHI HHPOPMAIIMOHHON 0€3011acHOCTH, KOTOpast
IIOCPEJICTBOM KOMILIEKCA CPEJCTB M MEPOIPHATHH JUIsl cOopa M KOHCOJMUAAUH HHpopManuu 00
WHIUACHTAX pellaeT JaHHYI0 3aj7ady. B OTHOIIEHMH Ka)XkKIOTO IPOU3OLIEAINEr0 HHIIMJIEHTA
pabOTHUKAaMH W3 CIYXXObl MOHHUTOPHHIAa M peardpoBaHMs Ha HHIMJCHTHI HH(OPMAIUOHHOM
0€30IaCHOCTH JIOJDKEH BBINIOJIHSATBHCS €ro aHallu3, U pa3paboTka 3(h)(h)eKTUBHBIX MEP pearupoBaHUs
Ha JJaHHBIA HHIUJEHT.
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AyauaT cucreMbl ofecnedeHUusi HHPOPMAMOHHOIH 0e30IAaCHOCTH

B mensx oOmeHKHM  TeKywmero ypoBHsS — HH(popManuoHHoH — 6OezomacHoctu LleHTp
Ha PeryJIIpPHOU OCHOBE JIOJKEH MPOBOJUTHCS Ay IUT HH(POPMAIHOHHON O€3011aCHOCTH.

BHyTpeHHue ayauThl JIOJDKHBI BBIIOJHATHCS paboTHukamu Ilentpa. B umcino 3amad,
pelaeMbIX MPH MPOBEJICHHH BHY TPEHHUX ayAUTOB HHPOPMAIIHOHHON 0€30I1aCHOCTH, BXOJIST:

cOOp M aHaAJIU3 MUCXOIHBIX JIAHHBIX 00 OpraHM3alMOHHOW M (YHKIMOHAIBHOU CTPYKTYpE
UH(POPMAITHOHHBIX CHCTEM, HEOOXOIUMBIX JIJIsl OLIEHKH COCTOSIHUSI CHCTEMBbI3aIUThI HH(POPMAIHH;
aHaIM3 YTBEP)KJEHHBIX OPraHU3alMOHHO-PACIOPSIUTEIBHBIX JOKYMEHTOB IO 3allliTe
HH(pOPMAIUH Ha MIPEJMET UX MOJHOTH! H 3P (PEKTUBHOCTH, a TaK)Ke (POPMUPOBAHUE PEKOMEHIAIIHI
0 UX A0paboTKe UK pa3pabOTKHU HOBBIX;

obocHOBaHWEe (PUHAHCOBOH I(PPEKTHBHOCTH BHOBH IPHOOPETAEMBIX CPEJCTB 3aIHTHI
HHpOpMAITUH;

[poBepKa IPaBUIBHOCTH BBIOOpa W HACTPOHKHM CpEJACTB 3aIlUThl  HHOOPMAIIHH,
(dopMupoBaHUE TPEIOKEHHA TTO HUCIOJIB30BAHUIO MMEIONIUXCS CPEJICTB 3aIIUThI HH(OpMAIHK
JUTSI TOBBILIICHUS] yPOBHSI HAJIEKHOCTH M 0€3011acHOCTH HH(POPMAIMOHHBIX cucteM LleHTpa;

aHaJIM3 OTYETOB 110 TIPOM3OLICANIMM HHUMJICHTAM HMHMOPMAIMOHHONH Oe30acHOCTH U
HPUHSITHIM MEpaM 110 UX pa3peLICHHIO.

IMoBpiIeHHE 0CBEIOMJIEHHOCTH PAOOTHHKOB

B pamkax opraHu3anuy = KOMILJIEKCHOTO IHPOTHUBOJAEUCTBUS yrpo3am Oe€30MacHOCTH
UHpOpPMAITHH, HCXOMIUM OT paboTHUKOB lleHTpa, MODKHA TOCTOSHHO TIOBBIMIATHCS HX
OCBEJIOMJICHHOCTH B 00J1aCTH 3alIUTHI HH(POPMAIIHH.

IloBbitieHHe OCBETOMIIEHHOCTH pabOTHUKOB L{eHTpa ocyiecTBisiercs:

0 CyIIECTBYIOIUM B L{eHTpe opranu3aiuoHHO-pacHops IUTEIbHBIM IOKyMEHTaM;

1o nmpuMeHsieMbIM B [leHTpe Mepam 3aiuTsl HHGOpMAIUK;

0 MPaBHJILHOMY HCIIOJIb30BAHUIO CPEJICTB 3aIUTHI HH(POpPMAITUH.
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7  3AKIIOYEHHUE

IIpn m3MeHeHuM JeHcTBYyIOLIEro 3akoHonaTenbcTBa Poccuiickoit ®enepanuu B 00JacTH
3alUThl MHGOPMAIMM, a TaKKe OpraHU3aIMOHHO-PACIIOPSINTENbHBIX JOKYMeHTOB LleHTpa
Hacrosmas IlonuTuka M M3MEHEHMsI K HEW NPUMEHSIOTCS B YacTH, HE MPOTHUBOpeYalleidl BHOBb
IPHUHSTBHIM 3aKOHOJATEIbHBIM U MHBIM HOPMATHBHBIM aKTaM, a TaK)Ke€ BHYTPEHHHUM JOKYMEHTaM
IlenTpa.

Bce TpeOoBaHMs, YCTAaHOBJICHHBIE JEHCTBYIOIIUM 3aKOHOAATEILCTBOM  PoccHiickoi
Denepanuu, NOJ3aKOHHBIMU aKTaMH M JOTOBOPHBIMU OTHOIICHHSIMH, a Takke mojaxon lleHTpa x
00€CIIeUeHUIO COOTBETCTBUS ITHM TPEeOOBAHUSAM JIOJDKHBI OBITH SIBHBIM O0Opa3oM OIPEICIIEHBI,
JIOKYMEHTHUPOBAHbI U MOIEP)KUBATHCS B AKTYAJIbBHOM COCTOSIHUH.

[leHTp B IpUOPUTETHOM HAIPaBICHUH JOJDKEH PACCMATPUBATHCS TEPEX0] Ha MPOrPaMMHOT0
o0ecreyeHre OTEUECTBEHHOIO IPOU3BOIMTEINS, BKIIOUEHHOTO B EIHHBIA PEECTP POCCHUCKHX
IIporpaMM JUIsl DJIEKTPOHHBIX BBIUMCIIMTENBHBIX MalmlMH M 6a3 maHHbIX. B TOM 4ucie mo yvactu
CEpBEPHOI0, KOMMYTAIlMOHHOTO 000PYA0BaHHS U IPOI pPAMMHO-aNapaTHBIX CPECTB, BKIIIOUEHHBIX
B Enunblii peectp pocCHCKOM paloaieKTPOHHON POy KIIHH.

IlepecmoTp 1 BHeceHue H3MEHEHHMM B Hacrosiilylo [lomuTHKy OCYyIECTBISIOTCS Ha
NEPUOINYECKON U BHEIUIAHOBOM OCHOBE.
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8 CIIMCOK UCHTOJIb30BAHHBIX UCTOYHUKOB

1 ®enepanbubiit 3akon ot 27.07.2006 Ne 149-®3 «O6 unpopmaimu, HHGOPMAITHOHHBIX
TEXHOJIOTHSX H O 3aIlUTe HHHOPMAIHI.

2 O®epepanbubiii 3akoH 0T 06.04.2011 No 63-D3 «O6 251eKTPOHHOM ITOAITACHY .

3 Ilocranosnenue [IpaBurenbcrBa Poccuiickoit @enepanuu ot 16.04.2012 Ne 313
«O6 ytBepxaeHuu [lonoxxeHus: o JTUIEH3UPOBAHUU JEATEIILHOCTH 10 pa3paboTKe, MPOU3BOICTBY,
pacrpoCcTpaHeHUIO MH(PPOBAIBHBIX (KPUIITOrpaQUIECKUX) CPEACTB, HH(POPMAIMOHHBIX CHCTEM
U TEICKOMMYHHUKAIIMOHHBIX CHCTEM, 3alllMIICHHBIX C HCIOJIb30BaHHEM IMH(PPOBAIHLHBIX
(xpunrorpaduueckux) CpeicTB, BBHIIOIHEHUIO paboT, OKa3aHUIO yCIyr B 00JacTd MIH(pPOBAHUS
uHpOpMAaIHH, TEXHUYECKOMY OOCIY>XUBAHHIO IMH(PPOBAIBHBIX (KPHNTOrpaUUIECKHX) CPEJICTB,
WH(POPMAIIHOHHBIX CHUCTEM M TEJIEKOMMYHHMKAIIMOHHBIX CHUCTEM, 3alIMICHHBIX C HCIOJIb30BAHHEM
G POBAIBHBIX (KpUNITOTpapUYEecKUX) CPeACTB (3a HMCKIIIOUYEHHWEM Cciiydas, eCJH TEeXHHYEeCKOe
oOcimyxuBaHue MHPPOBATHHBIX (KpUITOrpaduieckux) CpelcTB, HHYOPMAIMOHHBIX CHCTEM
U TEJIeKOMMYHUKAIIMOHHBIX CHCTEM, 3all[UIIEHHBIX C HCIOJB30BAaHHEM IIH(PPOBAIBLHBIX
(kpunTorpaguUeckux) CpeACTB, OCYIIECTBISIETCS JJIsi  OOecredeHUuss COOCTBEHHBIX HYXI
IOPUIMYECKOTO JIMLA HJIA HHJIMBUILY AJIbHOTO IIPEIIPUHUMATEIIS ).

4  Tlocranosnenue lIpaBurenscrBa Poccuiickoit @enepanuu ot 01.11.2012 Ne 1119
«O06 yTBepKaeHUM TpeOOBaHMK K 3allUTe€ TEPCOHAIBHBIX JIAHHBIX IpH HX 00paboTKe
B HH(POPMAITHOHHBIX CUCTEMaX MEePCOHATBHBIX JAHHBIXY.

5 Ilpukaz @AIICHU or 13.06.2001 Ne 152 «OO6 yrBepxaenuun MHCTpyKIuu
00 opranu3anuu u odecrieueHuH 0€3011aCHOCTH XpaHeHus, 00pabOTKH U Nepeayun Mo KaHajaaM CBSI3H
C UCTIOJIB30BAHUEM CPEJICTB KPUIITOrpahuUIecKoi 3auThl HHPOPMAIIUHU ¢ OTPAHUYESHHBIM JIOCTYTIOM,
HE coJiepKaliel CBEICHUH, COCTABIISIIOLINX IOCYAapCTBEHHYIO TaiHy».

6 Ilpukaz @®CB Poccuu ot 09.02.2005 Ne 66 «O6 yrBepxaenun IllosoxeHus
0 pa3paboTKe, MPOU3BOCTBE, PEAM3aMU U IKCIUTyaTalluy IMU(PPOBATBHBIX (KPUIITOTPAYUIECKHX )
cpencts 3amuThl nHGopmanuu ([Tonoxenne [TK3-2005)».

7 Ilpuxaz ®CTOK Poccun ot 11.02.2013 Ne 17 «O6 yTBepxaeHun TpeboBaHUM O 3aluUTe
uH(pOpPMAIIMK, HE COCTABJISIONIEH TOCYJIapCTBEHHYIO TalHy, COJEp)KAIlEHCs B TrOCyAapCTBEHHBIX
UH(POPMAIMOHHBIX CHCTEMAX.

8 IIpuxaz ®CTIK Poccuu ot 18.02.2013 Ne 21 «O6 yTBEp)KACHUU COCTaBa U COJIEPIKAHUS
OpraHU3alMOHHBIX U TEXHUYECKHX Mep M0 00eCeYeHUIO 6€301acHOCTH MEPCOHATIBHBIX JAHHBIX TPU
ux 00paboTKe B HHPOPMAIIMOHHBIX CUCTEMAaX IIePCOHATBHBIX JAHHBIX).

9 IIpuxa3z ®Cb Poccuu ot 10.07.2014 Ne 378 «O6 yrBepxaennn CoctaBa U COJIEpKaHUS
OpraHU3alMOHHBIX U TEXHUYECKHX MEp 10 00ecreYeHuI0 6€3011acCHOCTH NEPCOHATBHBIX JAHHBIX IPU
ux 06paboTke B HH(YOPMALMOHHBIX CHCTEMAaX IEPCOHAJIBHBIX JTAHHBIX C UCIOJIb30BAHHEM CPEICTB
Kpuntorpadpu4eckoil 3amuTsl MHPOpPMAIMU, HEOOXOJUMBIX JUIS BBITOJIHEHUS YCTaHOBJIEHHBIX
[IpaBurensctBom Poccuiickoit @Denepanun TpeOoBaHMH K 3aliMTe€ MEPCOHAIBHBIX  JAHHBIX
JUISL KXKJIOTO M3 YPOBHEH 3alIUIIIEHHOCTHY.

10 TOCT P 51624-2000 «3amura wuHDOpMAIMK. ABTOMATH3UPOBAHHBIE CHCTEMBI
B 3alIUIIEHHOM HcroHeHHH. O011He TpeCoBaHMsD» .

11 TOCT P 51898-2002 «Acnektsl Oe3onacHOCcTH. [IpaBuiia BKIIOUEHUS B CTaHIAPThD».

12 TOCT P 50.1.056-2005 «Texuuueckass 3amurta uHpopMarud. OCHOBHBIC TEPMHHBI
Y OTIPEJICIICHUSD) .

13 TOCT P UCO/MBK 27001-2006 «UudopmamnmoHHass TEXHOJOTHs. MeTOIbI U CPeICTBA
6e3omacHocTH. CucTeMbl MEHEDKMEHTa HH(POpMaITHOHHOM Oe30macHOCTH. TpeGoBaHuM s .

14 TOCT P 50922-2006 «3amura uapopmanuu. OCHOBHBIE TEPMHHBI HOTIPEICIICHHS .

15 TOCT P 51275-2006 «3ammura unpopmanuu. OOBekT wmHGOpMaTH3aUu. DaKTOPHI,
BO3/IeHicTBYOIUE HAa HH(POpMaLuio. OOIIHe TOT0KEHUSD).

16 TOCT P MCO/MDK TO 13335-5-2006 «WupopmarmoHHass TEXHOJIOTHS. MeTombl
U cpenctBa obecrieueHus: OezonacHocT. Yacth 5. PyKoBOACTBO MO MEHEHKMEHTY O€30MacHOCTH

CCTH».
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17 TOCT P HCO/TO 13569-2007 «®unaHcoBble  ycayrd.  PexoMeHnanuu

110 uH(GOPMAITHOHHON 6€3011aCHOCTHY.

18 T'OCT P UCO/MDK 27005-2010 «MupopmanimoHHasi TeXHOJOTUSI. MeTObl U cpescTBa
obecrieuenus 6e301macHoCTH. MeHeDKMEHT prcKa HHPOPMAIMOHHON O€301IaCHOCTH .

19 T'OCT P UCO/MDBK 27004-2021 «MupopmanmoHHasi TEXHOJIOTUSI. MeTOpl U cpencTBa
obecrieuenust 6e30nacHOCTH. MeHeDKMeHT HH(POpMaMOHHOM 6e30macHOCTH. MOHUTOPHHT, OLIEHKA
3alUIIEHHOCTH, aHAJIA3 U OLIEHUBAHUE .

20 T'OCT P 51897-2021 «MenemxMeHT pucka. TepMHUHBI ¥ OIIPEJIETIECHUS .

21 TOCT P 52069.0-2013 «3ammra wundopmaruu. Cucrema crangaproB. OCHOBHbIE
MTOJIOXKESHHUSIY .

22  Konuenuus UH(OPMALUOHHON 0e301macHOCTH HCITOJIHUTEJIbHBIX OpraHoB
rocyaapcreernoit Biaactu Canxr-llerepOypra ot 20.02.2023.
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